The Sarbanes-Oxley Act of 2002 ͑SOX͒ created a resurgence of organizational focus on internal controls. In this study, we examine the extent to which the information technology ͑IT͒ controls suggested by the ISO 17799 security framework have been integrated into organizations' internal control environments. We collected survey data from 636 members of the Institute of Internal Auditors ͑IIA͒ on the current usage of IT controls in their organizations. In addition to identifying the most and least commonly implemented IT controls, the survey results indicate that control implementation differences exist based on a company's status as public or private, the size of the company, and the industry in which the company operates. Training of internal auditors and/or IT personnel is also associated with significant differences in implemented controls. We discuss the implications of our research and offer suggestions for future research.
I. INTRODUCTION
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become strategically important for organizations who are striving to meet SOX requirements to select and implement appropriate information security procedures in order to manage internal controls effectively.
Information security refers to all of the steps taken to protect information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction ͑United States Code 2008͒. Information technology ͑IT͒ is a vital component of information security. IT refers to any technology that helps to manage, process, or disseminate information, such as some combination of computer hardware, software, and associated communications systems. Because of the close link between financial reporting, information security, and IT, most organizations have implemented a variety of IT controls to comply with SOX regulations ͑Damianides 2005͒.
Although the primary focus of SOX is the accuracy of an organization's financial information and the effectiveness of internal controls, SOX does not explicitly address how IT should be incorporated into the SOX compliance process. Furthermore, the SEC offers little guidance on the use of IT, allowing for inconsistent interpretation of the scope and nature of IT involvement in SOX compliance ͑Brown and Nasuti 2002͒. A 2003 Gartner survey showed that most organizations do not require personnel with IT experience to participate in compliance efforts ͑Leskela and Logan 2003͒. Others suggest that even if IT professionals are involved in the compliance process they may not be well-versed in the intricacies of internal control, leading to communication, implementation, and effectiveness issues ͑ITGI 2006͒.
ISO 17799, the International Standard for the Code of Practice for Information Security Management, provides a detailed list of controls that can be used for establishing an information security program. As a result of the lack of formal guidance regarding how to incorporate IT into a SOX compliance effort, ISO 17799 has been adopted by many organizations as a framework for implementing and maintaining information security. Prior research has suggested that organizations who implement the controls outlined by ISO 17799 will be "well on their way" toward complying with the security mandates of SOX ͑Haworth and Pietron 2006͒.
Researchers have noted that information security is implicit in the requirements of SOX, and that the relationship between information security and SOX compliance is likely to strengthen over time ͑Anand 2008͒. Prior research, however, has not examined the IT controls that organizations are using in order to achieve SOX compliance. This is an important first step before we can determine how best to use an information security framework to support SOX compliance.
The objective of this exploratory study is to empirically investigate the IT controls that organizations have implemented. To accomplish this objective, we developed and administered a survey to internal auditors to identify which specific IT controls are used in their organizations. Six-hundred-thirty-six internal auditors responded. We identified the ten most and ten least commonly implemented controls and found that organizations may differ in their implementation of certain IT controls based on whether they are a public or private organization, how many employees they have, the industry to which they belong, and the level of training administered to IT and audit personnel. The results presented can be used as the foundation for future research to link IT controls, information security, and SOX compliance in a larger theoretical context.
The remainder of this article is organized as follows. In the next section, we provide an overview of SOX and ISO 17799. In the third section, we describe the research method. The fourth section presents the results, and the article concludes with a discussion of the implications of our research and opportunities for future research.
mier and Ramamoorti 2006͒. Section 302 requires corporate officers to make representations related to internal controls, company policies, and fraud procedures. Because CEOs and CFOs rely on information prepared by others, it is common for them to request information and certification from those individuals ͑e.g., CIOs͒ who are directly responsible for preparing it ͑CIOInsight 2004͒. As a result, employees and managers with IT expertise are often involved with SOX compliance, as they are asked to provide proof that the automated portions of financial reports have appropriate controls and that computer-generated reports are accurate and complete ͑Kaarst-Brown and Kelly 2005͒.
Section 404 requires companies listed on the U.S. stock exchange to use an internal control framework and to perform an annual assessment of the effectiveness of these controls. Many of these frameworks suggest controls that may be implemented via IT.
Section 409 addresses the critical need to disclose information regarding a firm's financial condition on a "rapid and current basis" to ensure that changes, particularly negative ones, are immediately reported to shareholders ͑U.S. House of Representatives, Committee on Financial Services 2002͒. The accuracy and timeliness of financial reporting often relies on a well-controlled IT environment that facilitates the reliable communication of information to interested parties ͑Lazarides 2007͒.
Section 802 requires authentic and immutable record retention. Organizations must create and maintain corporate records in a cost-effective manner in order to satisfy the SOX requirement that all business records, including electronic records and electronic messages, must be saved for not less than five years. This has a direct impact on IT in terms of data management, data and system security, and business recovery practices ͑Brown and Nasuti 2002͒.
Therefore, organizations face the challenge of integrating IT practices with SOX compliance efforts ͑Damianides 2004; Weidenmier and Ramamoorti 2006͒. Organizations need guidance to help them develop the appropriate strategies for integrating IT controls in their SOX compliance efforts. This research, which reports on the IT controls that have been implemented in organizations, is a first step in building these strategies.
Information Security Frameworks
Some organizations choose to use an information security management framework in an attempt to structure their efforts to protect their systems and data. Research has shown that applying a security framework can be an effective way to protect an organization's information assets ͑e.g., Da Veiga and Eloff 2007; Ma et al. 2008; Tang 2008͒ . Common frameworks include the COSO framework, COBIT, and ISO 17799.
In this study, we chose to focus on the ISO 17799 framework of IT controls in order to examine current security practices for the following reasons. First, ISO 17799 directly focuses on information security, while other frameworks have a broader focus. COSO is a model for corporate governance ͑Harris 2006͒ that establishes a general framework for how organizations can control and manage their internal processes, specifically financial processes. Although COSO can be applied to IT, it is not designed to focus on controls specific to IT ͑Linkous 2008͒. COBIT was intended to be a high-level governance framework ͑Greenfield 2007͒ and focuses on many areas of IT governance, not just on information security ͑von Solms 2005͒. ISO 17799, on the other hand, is an international standard that contains best practices specifically for implementing information security management controls ͑ISACA 2005͒.
Second, the ISO framework is very detail oriented. While COSO and COBIT outline requirements for various security structures and controls, ISO 17799 provides the details on how to develop and implement these components ͑Harris 2006͒. COBIT suggests to organizations "what" they should monitor and control ͑Greenfield 2007͒, but is not very detailed in terms of providing guidelines for "how" to implement security to achieve control ͑von Solms 2005͒.
Third, Haworth and Pietron ͑2006͒ mapped the 124 components of ISO 17799 to SOX guidelines and focused on identifying the IT controls that were relevant to SOX. They suggested that almost all of the 124 IT controls described by ISO 17799 have direct relevance for companies striving for compliance with SOX and they called for future research to further develop a set of guidelines that could help to bring companies into reasonable compliance with the mandates of SOX.
In In summary, because the objective of our study is to better understand the current state of practice regarding which IT controls organizations are using, we chose to use the ISO 17799 framework as a basis for developing our survey instrument and to guide our efforts in examining the IT controls that may eventually help companies achieve SOX compliance. The next section provides more detail about the components of ISO 17799 and the IT controls that it recommends organizations use for information systems security.
ISO 17799
ISO 17799 establishes guidelines and general principles for initiating, implementing, maintaining, and improving information security management in an organization. Specifically, it addresses ten areas of security in an organization: Security Policy, Organizational Security, Asset Classification and Control, Personnel Security, Physical and Environmental Security, Communications and Operations Management, Access Control, Systems Development and Maintenance, Business Continuity Management, and Compliance ͑ISO 2005͒. The ten categories focus on different security control areas and are decomposed into 124 recommended IT controls. Each of the ten categories are shown in Table 1 and explained in more detail in the following paragraphs.
The focus of Security Policy is the creation of implementable security policies that are applicable to the organization and its information security needs. Organizational Security emphasizes the level of management's awareness and activity to establish an overall information security infrastructure for the organization. To successfully address the area of Asset Classification and Control, an organization must "maintain appropriate protection of organizational assets" ͑Calder and Watkins 2002, 91͒. Controls over organizational assets include identifying the owner of both physical assets as well as information assets ͑i.e., databases, data files, and financial and accounting information͒. To achieve compliance with Personnel Security, the organization should strive to reduce the risks of loss of information through error, fraud, or misuse of facilities ͑Calder and Watkins 2002͒. The area of Physical and Environmental Security focuses on the controls necessary to protect physical assets and emphasizes planning for the protection of critical information assets by physically securing information-processing facilities.
The section of ISO 17799 entitled Communications and Operations Management is extensive; encompassing operational controls such as segregation of duties, planning for forecasted capacity requirements, managing the network, properly disposing of media, and electronic commerce and electronic mail security. The Access Control section of ISO 17799 outlines controls to properly protect access to an organization's information, such as controls required to combat hacker attempts and other malicious attempts to access organizational networks and information.
Systems Development and Maintenance focuses on the approach necessary to design information security procedures that should be incorporated into the information system from the beginning. Such controls include encryption, digital signatures, and evaluation of software products prior to usage. The section labeled Business Continuity Management addresses planning issues for major disasters that may result in a disruption to the business's activities. The items outlined in this section are intended to minimize the impact of disasters on the business's activities. The last section of ISO 17799, the Compliance section, "is intended to ensure that the organization avoids breaches of any criminal or civil law, as well as any statutory, regulatory or contractual obligations, and of any security requirements" ͑Calder and Watkins 2002, 271͒. The organization must identify applicable legislation with which it must comply. Areas to consider 
III. RESEARCH METHOD Survey Development
To better understand how organizations are using IT controls, we developed a survey to gauge the participants' perceptions of the prevalence of specific IT controls, as outlined by ISO 17799, in their organizations. To develop the questions, each of the authors independently reviewed the components of ISO 17799 and composed items that captured the intent of each of the 124 controls. The questions were designed to assess the many ways that IT may be used to implement the ten areas of information security described by ISO 17799. Duplicate questions were deleted and the remaining items were reworded in an iterative manner through discussions between the authors in order to develop a list of 108 questions that clearly and comprehensively covered the breadth and depth of the ISO 17799 components. Table 1 shows the number of items developed for each ISO 17799 category.
Two of the categories do not have any survey items because the concepts addressed by ISO 17799 for these two categories did not relate to controls that could be implemented using IT. Rather, the concepts in these categories related to policies and non-technical procedures ͑e.g., business continuity planning, etc.͒ that the organization should have in place in order to manage their security procedures. For example, while business continuity planning certainly has an IT component, category 11 of ISO 17799 is limited to a discussion of management's development of these plans. The IT concepts related to business continuity planning ͑i.e., backups, etc.͒ are covered by other ISO sections. Therefore, our survey does include IT controls related to business continuity planning even though they are not specifically identified as category 11 controls in Table 1 .
For the remaining categories, we constructed items relating to areas where IT could be used to address security. The resulting list of 108 items was reviewed by five subject-matter experts with extensive experience in IT research and survey design and their feedback was used to further refine the items. Appendix A contains a sample of the items used in the exploratory survey and demonstrates how the IT items map to ISO 17799.
In addition to asking questions about IT controls, we asked several questions about employee training. Previous research has indicated that IT employees involved in the SOX compliance process may not always be trained in compliance issues ͑ITGI 2006͒. Therefore, we asked the participants to indicate the extent to which the IT personnel in their organizations had received training on SOX compliance and the extent to which their auditors had received IT training. We also asked the participants about the extent to which their organization had achieved SOX compliance. Finally, we asked the participants to answer several questions about their organizations, since it is possible that certain organizational characteristics ͑industry, number of employees, etc.͒ could be related to their choice in the IT controls and we wanted to explore possible trends or relationships.
Participants
Emails were sent to members of the Institute of Internal Auditors ͑IIA͒ to request their participation in the web-based survey. The IIA has approximately 160,000 members worldwide, although the email survey request only went out to 18,408 members due to language barriers and privacy issues ͑e.g., members who did not wish to receive emails regarding surveys͒. Approximately 30 percent of the emails were undeliverable due to normal technological issues ͑nonwork-ing email addresses, spam filters, etc.͒, resulting in approximately 13,000 email invitations. A total of 881 members responded to the survey, of which 636 provided complete responses. There were 424 male respondents and 212 female respondents.
Response bias occurs if there are differences in nonrespondents when compared to respondents. Ideally, we would have contacted some of the IIA members who did not respond to the survey in order to assess whether response bias was a problem. Unfortunately we were not able to obtain access to those who did not respond. However, nonrespondents have been shown to resemble late respondents in previous research ͑Armstrong and Overton 1977͒, so each respondent was categorized by response time in order to distinguish between the early and late respondents. The first 25 percent of the replies were considered to be early responders, while the last 25 percent were classified as late responders. We used a one-way ANOVA to compare the two groups. We found that there were no significant differences in the early and late respondents in terms of their age, gender, organization size, industry, or response to the question regarding the extent to which their organization had achieved SOX compliance.
The average participant was between 41 and 50 years old and had been employed by their current organization between three and five years. The participants were asked to indicate any certifications that they possessed. The majority of the participants had some type of professional certification. The most common certifications were: Certified Internal Auditor ͑CIA͒, Certified Public Accountant ͑CPA͒, and Certified Information Systems Auditor ͑CISA͒. Table 2 shows the frequency of the certifications possessed by the respondents. Table 3 shows that Finance/Banking/Accounting, Insurance/Real Estate/Legal Services, and Manufacturing were the industries most commonly represented by the participants. The respondents consisted of 305 employees of publicly traded companies and 331 employees from private organizations. Table 3 also displays the size of the organizations to which the participants belonged, as measured by number of employees. 
IV. RESULTS
The results of this study describe the extent to which organizations are implementing IT controls and identify the organizational differences ͑size, industry, etc.͒ that might lead to differences in control choices. We also examine the extent to which organizational training of IT employees and/or auditors may influence IT control implementation and/or SOX compliance success. Table 4 presents the ten most commonly implemented controls, while Table 5 presents the ten least commonly implemented controls, according to the respondents. In order to identify the most commonly implemented controls, we combined the "strongly agree" and the "agree" responses for each control because both answers indicate the presence of a control. The controls with the ten highest frequency counts of "strongly agree" and "agree" are shown in Table 4 . A similar process was followed to identify the ten least commonly implemented controls, except that we combined the "strongly disagree" and "disagree" responses. The frequency results for the ten least commonly implemented controls are shown in Table 5 , with the least commonly implemented control displayed at the top of the table.
Most and Least Commonly Implemented Controls
Controls such as deploying antivirus software and authenticating remote users accessing the network were ranked as the most commonly implemented controls. Protecting equipment from unauthorized access and tracking the location of removable computer media using IT were ranked as the least commonly implemented controls. It should be noted that although the controls represented in Table 5 were ranked as the least commonly implemented, this does not mean that the controls do not exist in some form within the organization. The organization may have such a control, but may not use IT to support that control. Tables 4 and 5 also contain information about which of these controls were also ranked in the top ten and bottom ten by respondents from each of the four largest industry groups. These rankings provide insight into the security priorities of different industries. For example, Table 4 shows that authenticating remote users accessing a network is much more important to organizations in Finance/Banking/Accounting and Manufacturing industries than it is to Government Agencies or organizations in Insurance/Real Estate/Legal Services industries. It also shows that even though maintaining network security was the fourth overall most commonly implemented control, it did not make the top-ten list for the Manufacturing industry. Table 5 shows that although the other industries did not often use IT to measure security compliance at a third-party facility, the respondents from Government Agencies did not rate this control as one of their top ten least implemented. The differences and similarities shown in Tables 4 and 5 offer an interesting look into the security strategies of each industry.
"Not Applicable" and "Not Sure" Responses
Participants were given the option to choose "not applicable" or "not sure" during the survey, when answering questions about the use of each IT control in their organization. "Not sure" and "not applicable" responses were filtered out for much of the analysis we performed ͑e.g., Table 4 and Table 5 above͒ so that we could focus on controls whose implementation could be assessed on the "agree/disagree" scale. However, reviews of both the "not applicable" and "not sure" responses were performed to be sure that the "not applicable" response was used appropriately, and to see if we could gain any insight into why a respondent might have selected "not sure" as their response.
In the survey instructions we indicated that a "not applicable" response should be used if the control did not apply to their organization ͑see Appendix A͒. For example, perhaps the organization does not have third-party vendors that they work with; so instead of disagreeing that they use IT to implement a control related to third-party vendors, they should select that the control is "not applicable." Table 6 contains a list of the controls most frequently listed as "not applicable." Although we do not have organizational data to verify the appropriateness of the responses, it seems likely that respondents who selected a "not applicable" response for the questions shown in Table 6 may have done so because their organization did not have a loading dock, use system audit tools, etc.
The "not sure" responses reveal which controls the participants were unable to assess. Table  7 contains a list of the IT controls for which at least 150 participants responded "not sure" regarding the use of the control in their organization.
The item referring to the usage of IT to deploy routing controls had the highest number of "not sure" responses. We conducted further analysis on the "not sure" responses to see if we could determine if there were certain characteristics of the individual respondents ͑i.e., certifications͒ or the organization ͑i.e., size͒ that increased or decreased the likelihood of a "not sure" response. For each potential covariate we ran a Chi-square difference test to test if the number of responses that received a rating on the "strongly agree" to "strongly disagree" scale were significantly different from the number of "not sure" responses. We removed the "not applicable" responses from the data before this analysis.
The analysis revealed that organizational size did not have a significant influence over whether a respondent could provide an "agree/disagree" response to the survey questions as opposed to a "not sure" response. However, when we analyzed the certifications possessed by the respondents there were two interesting findings. First, there were 91 individuals who had a CPA certification and no other certification. When the responses of these individuals were compared to the 416 individuals who did not have a CPA certification ͑the 129 individuals with CPA certification in addition to other certifications were eliminated from the analysis in order to avoid confounding the findings͒, the CPAs selected "not sure" more frequently ͑p Ͻ 0.05͒ than non-CPAs for 43 of the 108 controls.
Second, there were also 91 individuals who had Certified Information Systems Auditor ͑CISA͒ certification and no other certification. When the responses of these individuals were compared to the 398 individuals who did not have CISA certification ͑the 147 individuals with a CISA certification in addition to other certifications were eliminated from this analysis͒, the individuals with CISA certification selected "not sure" significantly less frequently ͑p Ͻ 0.05͒ than those without a CISA certification for 48 of the 108 controls. These results imply that perhaps the CPAs' knowledge of IT and IT controls within an organization was limited. Instead, CISAs were more likely to be able to provide an "agree/disagree" response to the questions regarding the implementation of IT controls, rather than a "not sure" response.
1 Table 8 presents the results of a comparison of control implementation means for public versus private companies.
Public versus Private Organizations
2 In all, 41 controls were implemented at significantly different levels ͑p Ͻ 0.05͒, based on the company's status as public or private. For each control, the respondents from the public organizations more strongly agreed ͑i.e., the mean response was closer to a positive response ͑"4.5"͒͒ that the control was implemented in their organization as compared to the private organizations. It is encouraging that publicly traded companies may be addressing SOX compliance and taking their responsibilities to their shareholders seriously by taking many of the necessary steps to protect their information systems.
Large versus Small Organizations
When we compared IT controls based on company size ͑large versus small͒, 11 controls were implemented at significantly different levels ͑p Ͻ 0.05͒. For purposes of our analysis, we defined a large company as having 500 or more employees and a small company as having 499 or fewer employees. A 500-employee threshold is commonly used for defining small organizations ͑e. Table 9 shows the results of this analysis. For eight of the 11 controls, participants from large organizations indicated that they more strongly agreed that the control was used in their organization. This result is consistent with expectations of what one would see in organizations that may have more resources than their smaller counterparts.
However, for three controls, smaller organizations received ratings that indicated higher levels of control implementation: becoming aware of patches and fixes to current software, protecting mobile computing equipment, and ensuring that data are backed up to servers rather than individual PC hard drives. For each of these three controls, the more users there are in the organization, the more of a burden each of these tasks becomes. Thus, it is reasonable that smaller companies report higher levels of success in implementing these controls.
Our finding is consistent with prior research that also found that large organizations had higher-quality implementations for many of their security controls ͑Baker and Wallace 2007͒. Although other security studies have captured information about organizational size ͑i.e., Richardson 2008͒, none of them appear to have used that information to examine a relationship between organizational size and control implementation decisions.
1 Although there were 84 individuals who possessed only a Certified Internal Auditor ͑CIA͒ certification, only six controls were significantly different at a level of p Ͻ 0.05 from the non-CIA respondents, and none of the controls were significantly different at a level of p Ͻ 0.01. Therefore, the results of this analysis are not reported. 2 Keeping with our previous approach of combining the "strongly agree" and "agree" responses to collectively represent a positive indication of an IT control, and combining the "strongly disagree" and "disagree" responses to represent a negative indication of an IT control, we averaged the value of the subject's response in these categories. Specifically, a value of "5" originally indicated that the participant "strongly agreed" that the IT control was in place in their organization and a "4" indicated that they selected an "agree" response. These values were changed to "4.5" to collectively represent a positive response. The "strongly disagree" responses ͑"1s"͒ and "disagree" responses ͑"2s"͒ were all changed to "1.5s" for this analysis. 
Training
Research has shown that organizations may not require their IT personnel to participate in compliance efforts ͑Leskela and Logan 2003͒ or, if IT professionals are involved in the compliance process, they may not be well-versed in the intricacies of internal control ͑ITGI 2006͒. As research has shown that IT training and experience is important for making sure that auditors can properly evaluate controls ͑Curtis et al. 2009͒, it seems likely that IT training and experience would be important for those who are deciding which controls to implement as well. Because SOX compliance should be a cross-functional effort between audit employees and IT employees, we asked the participants whether IT personnel in their organization were involved in SOX compliance activities and/or had received SOX training, as well as whether their auditors had received IT training. We then compared the means for each control implementation based on levels of auditor training, IT employee involvement in SOX compliance, and levels of SOX training for IT personnel.
The results are summarized in Table 10 . In all cases, if the respondent indicated that their organization provided training or had IT involvement in SOX compliance, they were more likely to agree that the IT control was present. Companies who indicated that they provided auditor training had 35 controls that were more likely to be implemented than those who did not provide auditor training. If IT personnel were involved in SOX compliance, then 55 controls were significantly more likely to be implemented. Finally, the level of SOX training for IT personnel positively affected the likelihood of implementation for 65 of the 108 controls.
The results indicate that training and/or IT involvement can make a highly significant difference in control implementation strategies. When the participants strongly agreed or agreed that their organizations had IT employees who were involved in SOX activities, or that their IT personnel had received SOX training, over half of the 108 controls were implemented significantly more often than if they disagreed with the statements regarding IT employees. Although previous studies have indicated that IT employees may not be involved in SOX compliance activities, we have evidence that organizations may benefit from IT employee involvement. a The average rating for these three items had a significantly higher agreement rating for smaller companies than they did for larger companies.
Because of the overwhelming differences in control implementation in organizations that had some type of IT involvement or training, we ran a regression using the training/involvement questions as independent variables and the respondents' answer to the question "Our organization has achieved SOX compliance" as the dependent variable. Although the dependent variable measure we used can only provide a general measure of SOX compliance, it may still serve as an indication of a relationship between auditor and IT training/involvement and the respondents' assessment of their organizations' level of SOX compliance. The results of the regression are shown in Table 11 . The R 2 value is 0.126 and all three independent variables were significant at the p Ͻ 0.10 level.
V. DISCUSSION
As stated earlier, this research was designed to be an exploratory study that would provide us with a better understanding of the types of IT controls that organizations are currently implementing. Establishing baseline knowledge of the current state of organizational controls is essential to achieving the ultimate goal of developing and testing a model linking IT controls to SOX compliance success. The results of this research can serve as a basis for future research and have revealed a research stream with great potential.
Our findings provide insight into the current state of support provided by IT controls and the impact of training both on an organization's choice of controls and the likelihood that they will a This count represents the number of controls that were significantly different for participants who indicated their organizations provided training/involvement ͑"strongly agree" or "agree"͒ versus those who did not provide training/ involvement ͑"disagree" or "strongly disagree"͒. achieve SOX compliance. In general, we found that most participants agreed that each of the IT controls was in place within their organizations to at least some extent. However, we noticed some differences in certain types of organizations and the controls on which they chose to focus. Table  12 summarizes our findings and suggests areas for future research. These suggestions are discussed below.
Half of the ten most commonly implemented controls consisted of controls from the ISO category, Access Control, while more than half of the ten least commonly implemented controls came from the Physical and Environmental Security category ͑see Tables 4 and 5͒. This suggests that organizations have prioritized IT controls related to protecting their informational assets, while giving less attention to IT controls that can protect their physical assets. Future research could investigate whether organizations are leaving themselves vulnerable by not using IT to protect their physical assets and if so, could suggest specific controls that would improve their physical security. The results also reveal that although the largest number of survey questions were from the ISO category of Communications and Operations Management, only three controls in this category showed up in the ten most commonly implemented controls list, suggesting that these controls are not a top priority for many organizations. This category refers to controls that help with incident management, segregation of duties, capacity planning, and electronic commerce and email security. Future research should investigate if there are IT controls related to these areas that organizations should be considering more seriously in their implementation strategies or if they are wisely making them a lower priority.
There were also some differences among the industry groups in our study. For example, Table  4 shows that most industry groups rated the use of IT to deploy antivirus software as the most commonly implemented control, but organizations in the Insurance/Real Estate/Legal Services industries rated this control much lower in the list. The Insurance/Real Estate/Legal Services industries also rated most of the controls in the Access Control category ͑category 9͒ much lower than the other industry groups did, including the selection and use of passwords, which did not even make it into their top-ten list. Future research could investigate whether these low rankings are due to a lack of concern for appropriate information access controls in these industries and whether these industries need to change their security strategies to better address these vulnerabilities. Table 4 also reveals that controls related to backing up business information and software did not make the top-ten list for Government Agencies, while it was in the top five most commonly implemented controls for the other industries in the table. Given the often-publicized reports of government laptops that are stolen or go missing, it seems that the government may want to consider stronger controls in this area. Future research could investigate the reasons for the lack of backup controls among Government Agencies and recommend appropriate strategies to help them better secure their information assets.
Participants from publicly traded companies agreed more strongly than participants from private organizations that 41 controls were in place in their organizations ͑see Table 8͒ . This result implies that there may be a link between SOX compliance ͑which is relevant only for publicly traded companies͒ and the effort put into the implementation of certain IT controls. Publicly traded companies may be more aware of the importance of particular IT controls for protecting their data and business systems, although private companies may benefit from these same controls. Table 8 indicates that the differences between public and private companies span almost all the ISO categories of controls, although half of the survey questions dealing with Physical and Environmental Security ͑category 7͒ were significantly different, as were half of the questions from the Compliance category ͑category 12͒. This suggests that publicly traded organizations may • Investigate the lack of top-ranked controls from the Communications and Operations Management category.
• 5 from Access Control • 3 from Communications and Operations Management • 2 from Systems Development and Maintenance 10 least common controls:
• Investigate the lack of controls in the Physical and Environmental Security category.
• 6 from Physical and Environmental Security • 2 from Communications and Operations Management • 1 from Systems Development and Maintenance • 1 from Compliance Industry differences:
• Investigate the reasons for lower-ranked Access Control by certain industries and develop strategies to increase controls in this area if necessary.
• Access Control-not as highly ranked by the Insurance/Real Estate/ Legal Services industries.
• Information Backup Controls-not in top ten rankings by Government
Agencies.
• Investigate the reasons for lower ratings of controls related to information backups by Government Agencies and recommend strategies for securing information assets.
Public versus private organizations:
• Investigate control strategies of public organizations as compared to private organizations, particularly as they relate to protection of physical assets and logging system activities.
• 41 controls were more likely to be implemented in public organizations.
• The controls spanned all ISO categories, although half of the controls from Physical and Environmental Security were significantly different, as were half of the controls from Compliance.
• Investigate IT investment decisions of companies that were public but chose to go private after SOX. Certification differences:
(continued on next page)
• Future researchers should be aware that a person's certifications could affect their ability to assess controls.
• CPAs were more likely to select a "not sure" response.
• CISAs were less likely to select a "not sure" response.
• Investigate whether providing additional training to certain groups of employees ͑e.g., CPAs͒ could improve their ability to assess organizational controls and develop appropriate implementation strategies.
• Respondents with CISA certifications were significantly more likely ͑p Ͻ 0.05͒ to agree with the statement "Our auditors have received IT training" than the non-CISA respondents.
• There was no significant difference in the frequency of "agree" responses regarding auditor training between CPAs and non-CPAs.
Large versus small organizations:
• Investigate whether there are strategies that smaller companies should follow in order to implement certain controls, given that they may have limited resources.
• 8 controls were more likely to be implemented in large organizations.
• 3 controls were more likely to be implemented in small organizations.
• Investigate whether there are strategies that larger companies can follow in order to reduce the complexities of implementing certain controls that are more difficult with large numbers of employees.
Training:
• Investigate the best practices for including IT personnel in an organization's SOX compliance activities and the impact that their training can have on the selection of controls.
• 60% of controls were more likely to be implemented in organizations where IT employees had been trained in SOX compliance issues.
• 50% of controls were more likely to be implemented in organizations where IT employees were involved in SOX compliance activities. • Investigate the relationship between IT personnel and internal auditors and the impact that the training provided to each group can have on an organization's control implementation strategies.
• 32% of controls were more likely to be implemented in organizations where auditors had received IT training.
• Develop recommendations for how IT personnel and internal auditors can work together to improve SOX compliance efforts.
• Training of IT employees and internal auditors was significantly more likely to result in an "agree" response to the statement "Our organization has achieved Sarbanes-Oxley compliance."
(continued on next page) Other future research:
• Further investigate the relationships between information technology, organizational characteristics, and the quality and effectiveness of internal controls.
• Consider an organization's selection of controls from a risk assessment or cost-benefit viewpoint.
• Develop a top-down, risk-based approach to assessing the effectiveness of controls and implementing risk mitigation strategies.
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be better at using IT to protect their physical assets and to log system activity than private organizations. Future research should further identify and investigate differences in the control implementation strategies of public and private organizations.
There have also been a number of organizations who have chosen to go private as a result of SOX because they felt that the cost of compliance exceeded the benefits ͑Engel et al. 2007͒ . These organizations provide a unique opportunity for study, as they have operated both as public and private organizations. Future research could investigate organizations that were previously public but went private after SOX and compare their IT security strategies both before and after their decision to go private.
Another interesting finding from this research was that the certification that an individual possessed had an impact on the likelihood that they would select a "not sure" response when asked if their organization used a particular control. Participants with only a CPA certification were significantly more likely to select "not sure" than non-CPAs. Therefore, even if an organization had a control in place, the CPAs may not have been aware of its existence. On the other hand, participants with only a CISA certification were less likely to select "not sure" as their response than non-CISAs. Almost no differences were found among participants with only a CIA certification versus non-CIAs. Future research should further investigate possible differences due to certifications and researchers conducting survey research should be aware of the possibility that even if their respondents have identical job titles, the certifications they possess could affect their ability to answer certain questions.
For example, training may play a role in the number of "not sure" answers that a respondent selected. Further analysis showed that the respondents with CISA certifications were significantly more likely ͑p Ͻ 0.05͒ to agree with the statement "Our auditors have received IT training" than the non-CISA respondents. However, there was no significant difference in the frequency of "agree" responses regarding auditor training between CPAs and non-CPAs. This result implies that perhaps the CISA respondents were more likely to have received IT training than non-CISAs or CPAs and thus were less likely to select a "not sure" response. Providing IT training to CPAs may enhance their ability to identify and assess organizational controls, resulting in a more effective control environment within the organization. Future research could determine if training sessions focused on employees with certain certifications would be beneficial for organizations who are building their security programs.
Future research should also look at the relationship between certifications and control strategies within an organization. Perhaps, if CPAs are unaware of the existence of certain controls, there would be more gaps and security problems in organizations that predominately employ CPAs. On the other hand, research could determine if there are better controls in place within organizations that have more CISAs. Similarly, there may be a relationship between employee certification and ability to achieve SOX compliance.
The number of employees that an organization had was also shown to have a relationship with the controls that the organization chose to implement. Generally, participants from larger organizations indicated higher levels of agreement with the statements regarding control implementation. However, there were some controls that smaller organizations may be better able to handle due to the reduced complexity of managing fewer employees. Table 9 shows that more than half of the controls that were significantly different for organizations of different sizes were from the ISO category dealing with Communications and Operations Management. Future research could further investigate this link and determine if there are strategies that smaller companies could follow in order to implement controls in this area, given that they may have more limited resources than larger organizations. Research could also be used to help larger organizations reduce the complexity associated with implementing controls in the areas where they were not as likely to have 206 Wallace, Lin, and Cefaratti coverage as smaller organizations that have fewer employees ͑i.e., protecting mobile computing equipment, backing up data to servers, and becoming aware of software patches and fixes͒. Perhaps most importantly, the results indicate that employee training can have a very significant impact on both the selection of IT controls in an organization as well as its ability to achieve SOX compliance. Table 10 shows that 60 percent of the controls were significantly more likely to be implemented in organizations where IT employees had been trained in SOX compliance issues. Additionally, 50 percent of the controls were more likely to be implemented in organizations where IT employees were involved in SOX compliance activities. Furthermore, Table 11 shows that organizations that trained their IT employees on SOX compliance issues and involved them in SOX compliance activities were more likely to agree with the statement that their organization had achieved SOX compliance. These findings are an indication that when IT employees are educated on SOX issues and included in the SOX compliance process, they are able to realize the value of certain controls in helping their organization achieve its SOX compliance objectives. Future research should investigate the best practices for including IT personnel in an organization's SOX compliance activities and the impact that their training can have on the selection of controls. Similarly, almost one-third of the controls were more likely to be implemented in organizations where auditors had received IT training. This finding could indicate that training auditors on IT issues may increase their awareness of the usefulness of certain IT controls. Future research should further investigate the relationship between personnel training and IT control implementation strategies.
For example, future research could study the relationship between IT personnel and internal auditors and the impact that the training provided to each group has on an organization's control implementation strategies. The structure and type of auditor and IT training and involvement that would be beneficial to SOX compliance have been largely unexamined in previous research efforts. Because of the exploratory nature of our study, we did not have comprehensive measures of training/involvement or SOX compliance, so the results related to training have limitations on their interpretability. IT personnel and internal auditors should work together to achieve SOX compliance. Therefore, a better understanding of the nature of their interaction and the best strategies for combining each of their strengths and weaknesses would be beneficial to organizations striving for the most effective and efficient strategies for SOX compliance. Our research indicates that organizational control systems may benefit if IT personnel have accounting/audit knowledge and internal auditors have IT knowledge. Future research should develop recommendations for how the two groups can work together more effectively, possibly through the development of cross-functional teams and interdisciplinary training. Future research could identify the training strategies that would be most beneficial for each category of employee.
A natural next step in this research stream is to further investigate the relationship between IT controls and SOX compliance. With a better understanding of the current state of practice regarding IT controls, future research can utilize the results from this study to identify categories of IT controls in order to develop and test a research model that continues to investigate the link between IT controls and SOX compliance. Future research could consider relationships between IT and organizational characteristics and the quality and effectiveness of internal controls. Such research could focus on whether the presence or absence of controls in organizations with certain characteristics could lead to stronger or weaker internal control environments and successful SOX compliance.
The selection and implementation of IT controls should also be considered within the larger context of risk assessment, risk management, and IT governance. Assessing the appropriateness of the use of technology for control implementation should be one part of an organizational risk assessment process within an IT governance strategy. McCuaig ͑2006͒ suggests that organizations Previous research has shown that, in response to SOX legislation, many companies are realizing the importance of their IT governance strategies and the impact that their governance strategies can have on their organization's success ͑Bowen et al. 2007͒. Although we report on the IT controls currently used by companies, we do not consider the choice of controls from a risk assessment or cost-benefit viewpoint. Many controls may not be implemented using IT because the cost of implementation would outweigh the benefit of the control. We only asked participants about the controls actually in place and not about any cost considerations that were used to make decisions. By collecting data on the "why," researchers may find that some controls are cost prohibitive or might have other risks that would limit their appropriateness.
Our research focused on uncovering the current state of internal controls in organizations, but other researchers have attempted to measure the effectiveness of internal controls ͑e.g., Mock et al. 2009͒ and have shown how IT plays a role in determining control effectiveness ͑e.g., Klamm and Weidenmier-Watson 2009͒ . The results of our research could be used in conjunction with these other research efforts in order to develop a top-down, risk-based approach to assessing the effectiveness of controls and implementing risk mitigation strategies.
VI. CONCLUSION
IT controls are an important component of an organization's internal control structure. Safeguarding and monitoring a company's financial data are an essential part of IT controls and SOX requirements. Information security management is a complex task and if governed effectively, helps organizations to not only achieve SOX compliance but also maintain that compliance. The results of this research not only provide a description of the IT controls used in current practice, but also suggest how future research can build on the current findings to develop strategies to aid organizations in implementing information security controls that support and maintain compliance with SOX.
APPENDIX A SAMPLE INSTRUCTIONS AND ITEMS FROM CURRENT SURVEY
Please use the scale to indicate the extent to which you agree with each of the statements below. If you do not know how to answer the question, you should select "not sure." If a control is not applicable to your organization, you should select "not applicable" for that item. For the purposes of this survey, "IT" refers to any technology that helps to manage information, such as some combination of computer hardware, software, and associated communications systems.
Please use the following scale to indicate the extent to which you agree with each of the statements below: The information in the left columns of the table did not appear on the final survey. It is included here only so that the reader can see how the items were mapped to ISO 17799. This is also not a complete list of items contained on the survey. We asked the respondents to respond to questions regarding 108 IT-related controls.
